Types of Social Engineering attacks
Ed Nutter

www.ednutter.ws/security

General Social Engineering info

https://tvtropes.ora/pmwiki/pmwiki.php/Main/SocialEngineering

https://en.wikipedia.org/wiki/Social engineering (security)

Social Engineering Podcast

https://www.social-engineer.org/category/podcast/

Social Engineering Framework

https://www.social-engineer.org/framework/general-discussion/

Bavarian Fire drill

https://tvtropes.org/pmwiki/pmwiki.php/Main/BavarianFireDrill

Clipboard of Authority

https://tvtropes.org/pmwiki/pmwiki.php/Main/Clipboard OfAuthority

Impersonating an Officer

https://tvtropes.org/pmwiki/pmwiki.php/Main/Impersonating AnOfficer

It's for a book

https://tvtropes.org/pmwiki/pmwiki.php/Main/ltsFor ABook

Kansas City Shuffle

https://tvtropes.org/pmwiki/pmwiki.php/Main/KansasCityShuffle
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Mischief for Punishment

https://tvtropes.org/pmwiki/pmwiki.php/Main/MischiefForPunishment

Politeness Judo

https://tvtropes.org/pmwiki/pmwiki.php/Main/PolitenessJudo

Reverse Psychology

https://tvtropes.org/pmwiki/pmwiki.php/Main/ReversePsychology

Briar Patching

https://tvtropes.org/pmwiki/pmwiki.php/Main/BriarPatching

Duck Season, Rabbit Season

https://tvtropes.org/pmwiki/pmwiki.php/Main/DuckSeasonRabbitSeason

Fence Painting

https://tvtropes.org/pmwiki/pmwiki.php/Main/FencePainting

Forbidden Fruit

https://tvtropes.org/pmwiki/pmwiki.php/Main/ForbiddenFruit

Reverse Psychology Backfire

https://tvtropes.org/pmwiki/pmwiki.php/Main/ReversePsychologyBackfire

Schmuck Bait

https://tvtropes.org/pmwiki/pmwiki.php/Main/SchmuckBait
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Safety in Muggles

https://tvtropes.org/pmwiki/pmwiki.php/Main/SafetyInMuggles

Weirdness Censor

https://tvtropes.org/pmwiki/pmwiki.php/Main/W eirdnessCensor

Sarcastic confession

https://tvtropes.ora/pmwiki/pmwiki.php/Main/SarcasticConfession

Stone soup

https://tvtropes.org/pmwiki/pmwiki.php/Main/StoneSoup

Verbal Judo

https://tvtropes.org/pmwiki/pmwiki.php/Main/VerbalJudo

The window or the stairs

https://tvtropes.org/pmwiki/pmwiki.php/Main/TheWindowOrTheStairs

Gaslighting

https://tvtropes.org/pmwiki/pmwiki.php/Main/Gaslighting

Wounded Gazelle Gambit

https://tvtropes.org/pmwiki/pmwiki.php/Main/WoundedGazelleGambit

Refuge in Audacity

https://tvtropes.org/pmwiki/pmwiki.php/Main/Refugeln Audacity
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Pretexting

https://www.social-engineer.org/framework/influencing-others/pretexting/

Phishing

https://en.wikipedia.org/wiki/Phishing

IVR or phone phishing

https://securelogix.com/blog/collection/2012/10/14/trafficcall-pumping-attacks-and-
comments-on-tdos-attacks

Spear phishing

https://digitalguardian.com/blog/what-is-spear-phishing-defining-and-differentiating-
spear-phishing-and-phishing

Water holing

https://en.wikipedia.org/wiki/Watering hole attack

Baiting

https://blog.mailfence.com/what-is-baiting-in-social-engineering/

Quid pro quo

https://blog.mailfence.com/quid-pro-guo-attacks/

Tailgating

https://blog.mailfence.com/what-is-tailgating/

https://www.lynda.com/IT -Infrastructure-tutorials/T ailgating-
piggybacking/601802/622643-4.html
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Vishing

https://en.wikipedia.org/wiki/Voice phishing

Confidence Trick

https://en.wikipedia.org/wiki/Confidence trick

List of confidence tricks

https://en.wikipedia.org/wiki/List of confidence tricks

Advance-fee scam

https://en.wikipedia.org/wiki/Advance-fee scam
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